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DETAILED A CTION 



Response to Amendment 



1. 



Claims 1-4, 6-15 and 17-21 are pending on this application. 



2. 



Claims 5 and 16 are cancelled. 



Response to Argument 



3. Applicant's arguments with respect to claims 1-4, 6-15 and 17-21 have been considered 
but are moot in view of the new ground(s) of rejection. 



4. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

5. The factual inquiries set forth in Graham v. John Deere Co., 383 U.S. 1, 148 USPQ 459 
(1966), that are applied for establishing a background for determining obviousness under 35 
U.S.C. 103(a) are summarized as follows: 

1 . Determining the scope and contents of the prior art. 

2. Ascertaining the differences between the prior art and the claims at issue. 

3. Resolving the level of ordinary skill in the pertinent art. 

4. Considering objective evidence present in the application indicating obviousness 



Claim Rejections - 35 USC§ 103 



or nonobviousness. 
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6. Claims 1-4, 6,7,11-15, 17, 18 and 21 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Labaton et al (US 5742684) in view of Candelore (US 2002/0095580 Al). 

Regarding claim 1, Labaton'684 discloses, a method for transmitting data over a 
computer network to a predetermined recipient (Fig 1 , transmitting bank card information from 
special tone dialer(STD) unit 16 to the host computer 28), the method comprising: modifying at 
least one data byte in a first data message based on a first message modification key value to 
obtain a modified first data message( column 5, lines 10-13, notice, the card information is 
encrypted using the current time(GMT) as an encryption key), the first message modification key 
value being determined based on at least one variable parameter( column 5, lines 10-13, 
Greenwich Mean Time(GMT)); 

modifying at least one data byte in a second data message based on a second modification 
key value to obtain a modified second data message (column 6, lines 59-67, encrypting the next 
message using the changing GMT as an encryption key), the second message modification key 
value being determined based on at least one variable parameter (column 6, lines 59-67, notice 
the time changes every second, and this changing time is used for encryption); 

transmitting the first and second modified data messages to a first device(Fig 1 , 
transmitting encrypted bank card information from special tone dialer unit 16 to the host 
computer 28);determining the first data message in the first device for the predetermined 
recipient based on the modified first data message and the first message modification key value( 
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column 6 lines 34-40, notice: the time at which the card information encrypted is transmitted to 
the receiving interface computer 26 in order to use it as a decryption key); and determining the 
second data message in the first device for the predetermined recipient based on the modified 
second data message and the second message modification key value( column 6 lines 34-40, 
notice: the time at which the card information encrypted is transmitted to the receiving host 
computer 26, which is different from the previously sent GMT); 

wherein the modifying at least one byte of the first data message includes adding the first 
message modification key byte value to multiple data bytes of the first data message (column 6, 
line 60 - column 7 line 5, notice, the encryption algorithm updates every minute (GMT), thus, 
STD 16 encrypt data packets that are going to be transmitted within a minute using the same 
encryption key (GMT)); 

Wherein the first message modification key value being determined based on the at least 
one variable parameter (GMT) and a unique identifier associated with the predetermined 
recipient (column 5, lines 14-19, since the PIN number is used to access the user account 
information stored in the host computer 28, the PIN number is associated with the recipient host 
computer 28). 

However, Labaton'684, failed to teach, the unique identifier being a biometric identifier 
obtained from the recipient. 
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Candelore'580 teaches, the unique identifier being a biometric identifier obtained from 
the recipient( paragraph 28, notice, a biometric data is used as an encryption key along with other 
variables, see also Fig, 2 step 203). 

Therefore, it would have been obvious to one of ordinary skill in the art at the time the 
invention was made to incorporate, the method of using a biometric data as an encryption key as 
taught by Candelore'580 into the encryption method of Labaton'684, in order to prevent 
fraudulent use of a device, since such method is suggested by Candelore'580(paragraph 25). 

Regarding claim 2, Labaton'684 discloses, wherein the variable parameter comprises a 
time- varying parameter (column 6, line 60-67, changing the encryption algorithm periodically). 

Regarding claim 3, Labaton'684 discloses, wherein the time-varying parameter includes 
at least one of a determined hour, minute, and second (see column 5, lines 10-12, GMT is used as 
an encryption key). 

Regarding claim 4, Labaton'684 failed to teach, recipient biometric identifier obtained 
from the recipient is a voice sample of the recipient. 

However, Candelore'580 teaches, recipient biometric identifier obtained from the 
recipient is a voice sample of the recipient (paragraph 28, lines 6-9, a voice sample is used for 
encryption). 
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Therefore, it would have been obvious to one of ordinary skill in the art at the time the 
invention was made to incorporate, the method of using a biometric (voice sample) data as an 
encryption key as taught by Candelore'580 into the encryption method of Labaton'684, in order 
to prevent fraudulent use of a device, since such method is suggested by Candelore'580 
(paragraph 25). 

Regarding claim 6, Labaton'684 discloses, transmitting the first and second message 
modification key values to a first computer( column 6 lines 34-40, notice: the time at which the 
card information encrypted is transmitted to the receiving host computer 26 in order to use it as a 
decryption key). 

Regarding claim 7, Labaton'684 discloses, wherein the first and second modified data 
messages are both transmitted via a first communication channel (fig 1 , transmission line 24, the 
encrypted data is transmitted via transmission line 24). 

Regarding claim 11, Labaton'684 discloses, a system for transmitting data over a 
computer network to a predetermined recipient (Fig 1 , transmitting bank card information from 
special tone dialer unit 16 to the host computer 28), the system comprising: 

a first device configured to modify at least one data byte in a first data message based on 
a first message modification key value to obtain a modified first data message (column 5, lines 
10-13, notice, the card information is encrypted using the current time (GMT) as an encryption 
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key), the first message modification key value being determined based on at least one variable 
parameter (column 5, lines 10-13, Greenwich Mean Time (GMT)); 

the first device further configured to modify at least one data byte in a second data 
message based on a second modification key value to obtain a modified second data message 
(column 6, lines 59-67, encrypting the next message using different GMT as an encryption key), 
the second message modification key value being determined based on at least one variable 
parameter (column 6, lines 59-67, notice the time changes every second, and this changing time 
is used for encryption); 

the first device configured to transmit the first and second modified data messages(Fig 1 , 
transmitting encrypted bank card information from special tone dialer unit 16 to the host 
computer 28); and a second device configured to receive the transmitted first and second 
modified data messages and to determine the first data message for the predetermined recipient 
based on the modified first data message and the first message modification key value(column 6 
lines 34-40, notice: the time at which the card information encrypted is transmitted to the 
receiving host computer 26 in order to use it as a decryption key); 

the second device further configured to determine the second data message for the 
predetermined recipient based on the modified second data message and the second message 
modification key value( column 6 lines 34-40, notice: the time at which the card information 
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encrypted is transmitted to the receiving host computer 26, which is different from the previously 
sent GMT); 

wherein the first device is configured to modify multiple bytes of a first data message by 
adding the first message modification key byte value to multiple bytes of the first data message 
(column 6, line 60 - column 7 line 5, notice, the encryption algorithm updates every minute 
(GMT), thus, STD 16 encrypt data packets that are going to be transmitted within a minute with 
the same encryption key (GMT)); 

wherein the first message modification key value is determined based on the at least one 
variable parameter and a unique identifier associated with the predetermined recipient(column 5, 
lines 14-19, since the PIN number is used to access the user account information stored in the 
host computer 28, the PIN number is associated with the recipient host computer 28). 

However, Labaton'684, failed to teach, the unique identifier being a biometric identifier 
obtained from the recipient. 

Candelore'580 teaches, the unique identifier being a biometric identifier obtained from 
the recipient( paragraph 28, notice, a biometric data is used as an encryption key along with other 
variables, see also Fig, 2 step 203). 
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Therefore, it would have been obvious to one of ordinary skill in the art at the time the 
invention was made to incorporate, the method of using a biometric data as an encryption key as 
taught by Candelore'580 into the encryption method of Labaton'684, in order to prevent 
fraudulent use of a device, since such method is suggested by Candelore'580(paragraph 25). 

Regarding claim 12, Labaton'684 discloses, wherein the first and second devices 
comprise first (Fig 1, STD 16) and second computers (Fig 1, interface computer 26), 
respectively, operatively communicating with one another (Fig 1, STD 16 and interface 
computer 26 connected to each other). 

Regarding claim 13, Labaton'684 discloses, wherein the variable parameter comprises a 
time- varying parameter (column 6, line 60-67, changing the encryption algorithm periodically). 

Regarding claim 14, Labaton'684 discloses, wherein the time-varying parameter 
includes at least one of a determined hour, minute, and second (see column 5, lines 10-12, GMT 
is used as an encryption key). 

Regarding claim 15, Labaton'684 failed to teach, recipient biometric identifier obtained 
from the recipient is a voice sample of the recipient. 
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However, Candelore'580 teaches, recipient biometric identifier obtained from the 
recipient is a voice sample of the recipient (paragraph 28, lines 6-9, a voice sample is used for 
encryption). 

Therefore, it would have been obvious to one of ordinary skill in the art at the time the 
invention was made to incorporate, the method of using a biometric (voice sample) data as an 
encryption key as taught by Candelore'580 into the encryption method of Labaton'684, in order 
to prevent fraudulent use of a device, since such method is suggested by Candelore'580 
(paragraph 25). 

Regarding claim 17, Labaton'684 discloses, wherein the first device is further 
configured to transmit the first and second message modification key values to the second device 
( column 6 lines 34-40, notice: the time at which the card information encrypted is transmitted to 
the receiving host computer 26 in order to use it as a decryption key). 

Regarding claim 18, Labaton'684 discloses, wherein the first and second modified data 
messages are both transmitted via a first communication channel (fig 1, transmission line 24, the 
encrypted data is transmitted via transmission line 24). 

Regarding claim 21, Labaton'684 discloses, a method for transmitting data over a 
computer network to a predetermined recipient (Fig 1, transmitting bank card information from 
special tone dialer unit 16 to the host computer 28), the method comprising: modifying at least 
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one data byte in a first data message based on a first message modification key value to obtain a 
modified first data message( column 5, lines 10-13, notice, the card information is encrypted 
using the current time(GMT) as an encryption key), the first message modification key value 
being determined based on at least one variable parameter( column 5, lines 10-13, Greenwich 
Mean Time(GMT)); 

modifying at least one data byte in a second data message based on a second modification 
key value to obtain a modified second data message (column 6, lines 59-67, encrypting the next 
message using changing GMT as an encryption key), the second message modification key value 
being determined based on at least one variable parameter (column 6, lines 59-67, notice the time 
changes every second, and this changing time is used for encryption); 

transmitting the first and second modified data messages to a first device(Fig 1 , 
transmitting encrypted bank card information from special tone dialer unit 16 to the host 
computer 28);determining the first data message in the first device for the predetermined 
recipient based on the modified first data message and the first message modification key value( 
column 6 lines 34-40, notice: the time at which the card information encrypted is transmitted to 
the receiving host computer 26 in order to use it as a decryption key); and determining the 
second data message in the first device for the predetermined recipient based on the modified 
second data message and the second message modification key value( column 6 lines 34-40, 
notice: the time at which the card information encrypted is transmitted to the receiving host 
computer 26, which is different from the previously sent GMT); 
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wherein the modifying at least one byte of the first data message includes adding the first 
message modification key byte value to multiple data bytes of the first data message (column 6, 
line 60 - column 7 line 5, notice, the encryption algorithm updates every minute (GMT), thus, 
STD 16 encrypt data packets that are going to be transmitted within a minute with the same 
encryption key (GMT)); 

Wherein the first message modification key value being determined based on the at least 
one variable parameter (GMT) and a unique identifier associated with the predetermined 
recipient (column 5, lines 14-19, since the PIN number is used to access the user account 
information stored in the host computer 28, the PIN number is associated with the recipient host 
computer 28). 

However, Labaton'684, failed to teach, the unique identifier being a biometric identifier 
obtained from the recipient. 

Candelore'580 teaches, the unique identifier being a biometric identifier obtained from 
the recipient( paragraph 28, notice, a biometric data is used as an encryption key along with other 
variables, see also Fig, 2 step 203). 

Therefore, it would have been obvious to one of ordinary skill in the art at the time the 
invention was made to incorporate, the method of using a biometric data as an encryption key as 
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taught by Candelore'580 into the encryption method of Labaton'684, in order to prevent 
fraudulent use of a device, since such method is suggested by Candelore'580(paragraph 25). 



7. Claim 8-10, 19 and 20 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Labaton'684 and Candelore'580 as applied to claims 1 and 11 above, and further in view of 
Kamperman et al(US 2002/0004903 Al). 

Regarding claim 8, Labaton'684 and Candelore'580 failed to teach, wherein the first and 
second message modification key values are both transmitted via a second communication 
channel. 

However, Kamperman'903 teaches, wherein the first and second message modification 
key values are both transmitted via a second communication channel (see paragraph 9, notice, 
kamperman'903 teaches, method of transmitting the encryption key and the encrypted data 
separately). 

Therefore, it would have been obvious to one of ordinary skill in the art at the time the 
invention was made to incorporate, the method of transmitting encryption key and encrypted data 
on a separate channel as taught by Kamperman'903 in to the STD 16 of Labaton'684, in order to 
send the encryption key quicker, so that in the receiving device all key codes for decryption and 
accessing the content is already available, since such a method is suggested by 
Kamperman'903 (paragraph 9). 
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Regarding claim 9, Labaton'684 and Candelore'580 failed to teach, wherein said first 
data message comprises voice data. 

However, Kamperman'903 teaches, wherein said first data message comprises voice data 
(see paragraph 29, Kamperman teaches a method of transmitting encrypted audio/ video signal to 
a user via a network). 

Therefore, it would have been obvious to one of ordinary skill in the art at the time the 
invention was made to incorporate, the method of transmitting encrypted audio/video data over a 
network as taught by Kamperman'903 into the communication system of Labaton'684, for 
controlled distribution of digital information, since such a method is suggested by 
Kampeman'903(paragraph 9). 

Regarding claim 10, Labaton'684 and Candelore'580 failed to teach, wherein said first 
data message comprises video data. 

However, Kamperman'903 teaches, wherein said first data message comprises video data 
(see paragraph 29, Kamperman teaches a method of transmitting encrypted audio/ video signal to 
a user via a network). 

Therefore, it would have been obvious to one of ordinary skill in the art at the time the 
invention was made to incorporate, the method of transmitting encrypted audio/video data over a 
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network as taught by Kamperman'903 into the communication system of Labaton'684, for 
controlled distribution of digital information, since such a method is suggested by 
Kampeman'903(paragraph 9). 

Regarding claim 19, Labaton'684 and Candelore'580 failed to teach, wherein said first 
data message comprises voice data. 

However, Kamperman'903 teaches, wherein said first data message comprises voice data 
(see paragraph 29, Kamperman teaches a method of transmitting encrypted audio/ video signal to 
a user via a network). 

Therefore, it would have been obvious to one of ordinary skill in the art at the time the 
invention was made to incorporate, the method of transmitting encrypted audio/video data over a 
network as taught by Kamperman'903 into the communication system of Labaton'684, for 
controlled distribution of digital information, since such a method is suggested by 
Kampeman'903(paragraph 9). 

Regarding claim 20, Labaton'684 and Candelore'580 failed to teach, wherein said first 
data message comprises video data. 
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However, Kamperman'903 teaches, wherein said first data message comprises video data 
(see paragraph 29, Kamperman teaches a method of transmitting encrypted audio/ video signal to 
a user via a network). 

Therefore, it would have been obvious to one of ordinary skill in the art at the time the 
invention was made to incorporate, the method of transmitting encrypted audio/video data over a 
network as taught by Kamperman'903 into the communication system of Labaton'684, for 
controlled distribution of digital information, since such a method is suggested by 
Kampeman'903(paragraph 9). 

Conclusion 

8. The prior art made of record and not relied upon is considered pertinent to applicant's 
disclosure. Ehrsam et al (3958081), Wheeler et al (20002/01 16608 Al), Subramaniam et al 
(2004/0039702 Al), Mauritz et al (6853620 B2), Hamlin (7215771 Bl), Pyle et al (US 
2007/0005955 Al), Anderson(US 2005/0257055 Al) and Bianchi( US 2004/0059921 Al)are 
recited to show a method of transmitting data over a computer network. 

9. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to AWET HAILE whose telephone number is (571)270-3 114. The 
examiner can normally be reached on Monday through Friday 8:30 AM - 4:30 PM EST. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, MOE AUNG can be reached on (571)272-3474. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 
like assistance from a USPTO Customer Service Representative or access to the automated 
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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